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LEVEL ONE CONTROL IS IT WORTH THE EFFORT?
INTRODUCTION
Fifteen years ago, it would have been unprecedented to think of a
financial regulator opining on the compensation packages of a firm’s
executives, or holding individuals in significant management functions
personally accountable (and liable) for negligent failures in risk and
control processes. Nowadays, this is the modus operandi, and it is
expected that regulatory compliance will consume an increasing share
of the firm’s cost base and executive focus. In 2014 alone, the total
value of fines levied by the UK’s Financial Conduct Authority (FCA)
exceeded a staggering £1.45 billion – a statistic which leaves financial
services organisations with no element of doubt that that the regulator
is serious about regulating. As challenging and un-inspiring as the topic
of regulation might seem, there has never been a more important time to
appreciate its relevance. There are few meetings, at Board and Executive
level, which do not incorporate this as a core agenda item.

THE EVOLUTION OF THE UK REGULATORY ENVIRONMENT
OVER THE PAST 20 YEARS
To understand the shifting patterns of regulatory oversight in recent years, it is
important to first understand the changing regulatory landscape and the drivers

“In 2014 alone, the
total value of fines
levied by the UK’s
Financial Conduct
Authority (FCA)
exceeded a
staggering £1.45
billion”

which have led to the change.

Figure 1 - The evolution of the UK Financial Services Regulatory Environment
Prior to the year 2000, the financial services industry in the UK was predominately
self-regulated with various regulatory bodies, such as the SFA, IMRO and the PIA,
overseeing the creation, implementation and supervision of regulation. The collapse
of Barings Bank in 1995 led, eventually, to the new Financial Services and Markets
Act 2000 (FSMA) which removed this self-regulatory approach and established
the Financial Services Authority (FSA) as the primary regulator for banks and
financial groups. As macro-economic conditions tightened globally, effective
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regulatory oversight became an increasingly important factor

identify and remove systemic risk. The PRA provides micro-

in the decision criteria of overseas banks looking to invest

prudential supervision of individual insurers, deposit takers

offshore. Consequently, the decommissioning of the self-

and investment firms and is tasked with promoting the safety

regulatory approach within UK financial services, created a

and soundness of financial services firms. The FCA replaced

hugely important stimulus for foreign firms wishing to invest

the FSA as the ‘conduct of business’ regulator and is intended

in the UK. However, large scale investment by overseas

to help firms put the interests of their customers and the

banks also rested on the premise that regulation would be

integrity of the market, at the core of what they do.

more ‘pro market-based’ in nature and so the
UK regulatory framework evolved in such a
way as to promote the efficient and profitable
operations of the financial markets themselves.
Considering this, the government promoted
a risk-based regulatory approach whereby
the FSA would regulate on the basis of a
‘broad principles’ approach, which would be
supported by risk based assessments to identify
those firms which required closer regulatory
supervision.
By 2008-09, the cracks were beginning to reach the
foundations of the global financial system. Institutions which
had been household names for decades, became insolvent.
Banks which were considered too ‘big to fail’ began to fail.
History was repeating itself as material concerns arose of a
systemic failure of the global banking system. State central
banks were obligated to inject billions of their domestic
reserves to prevent their economies from spiralling into

Figure 2 - The UK regulatory environment
With this new regulatory approach, both the PRA and the
FCA seek to apply a pre-emptive judgement based approach,
which allows the regulator to intervene before problems
escalate. This means that the regulatory role has become
much more interventionist in nature and requires increased
vetting and inspection of individual firms.

freefall. In the UK, further regulatory change was necessary to

In short, the regulatory system has gone through significant

address the failure by the FSA to protect the financial system

change as the regulatory bodies are determined never to

from the main causes of the crisis. The FSA was heavily

have ‘egg on their faces’ again.

criticised for its narrow risk based approach to regulatory

WHAT HAS BEEN THE IMPACT OF THIS
INCREASED LEVEL OF REGULATORY
SCRUTINY?

supervision and in particular for placing an over reliance
on the information obtained from the banks themselves
to determine whether closer regulation was needed.
Additionally, it also failed to provide the necessary macro

IF THE PREVIOUS REGULATORY REGIME

prudential oversight to identify the extent to which systemic

COULD BE ACCUSED OF BEING TOO ‘LAISSEZ-

risks were developing between the banks.

FAIRE’, THE CURRENT ONE HAS CERTAINLY

In 2012, it had become clear that the prevailing regulatory

OVER COMPENSATED. THE WAVE OF

environment was no longer ‘fit for purpose’ and the Financial
Services Act 2012, was passed. This delivered overarching

CHANGES IS UNRELENTING AND THE NEED

changes to the regulatory framework for financial services in

TO EVIDENCE COMPLIANCE WITHIN THE

the UK.

RULES, DOMINATES THE AGENDAS AND

Overall responsibility for the financial system was given to the

DISCUSSIONS OF BOARD AND EXECUTIVE

Bank of England - along with prudential supervision of firms

MEETINGS.

that had significant balance sheet risk. The new regulatory
framework comprises three new bodies:

The introduction of the Controlled Functions (CF) regime
has designated specific risk and control responsibilities to

The Financial Policy Committee (FPC), the Prudential

key executives whose roles have a material impact on the

Regulatory Authority (PRA) and the Financial Conduct

firm’s control resilience. Very prescriptive requirements and

Authority (FCA).

responsibilities underpin each of the CF functions and the

The FPC (which is a committee of the Bank of England) is
tasked with macro-prudential regulation. This requires it
to monitor the overall resilience of the financial system to
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consequences of non-compliance or failure, are swift and
severe. It is becoming increasingly common to read headlines
which talk of individual fines and even threats of prison
sentences being handed out to Executives who have failed
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to establish effective controls within the functions they are
responsible for.
Section 166 reviews (forced investigations mandated by the
regulator at the firm’s expense) are no longer restricted to
the unlucky few. Rather, they have almost become a core

HOW HAVE BANKS EVOLVED THEIR
THINKING IN RESPONSE?
IF THERE IS ONE TOPIC THAT HAS FOCUSED
THE MINDS OF CEOS IN RECENT YEARS, IT

component of the regulator’s ‘Business as Usual’ process.

IS HOW TO EFFECTIVELY CONTROL THEIR

The financial consequences are far outweighed by the

ORGANISATIONS.

reputational damage that ensue. It is no co-incidence that
Executive committees no longer consider Risk and Control
to be an agenda item just for the Boardroom. Rather, the
permeation of a ‘control mind-set’ from the bottom levels
upwards is critical to ensuring that governance and policy
pertaining to risk and control, is implemented across the
business units.
Whereas previously the regulators were tolerant of practices
and structures which were seen as integral to the flexibility
and liquidity of the markets, the new regime has taken
clear steps to standardise and, to some extent, restrict
these procedures. In the height of the financial crisis, the
temporary prohibition placed on short selling, demonstrated
a complete U-Turn in the thinking of the regulator around

Risk and Control weigh heavily on Board room agendas as
executives free up the resources and budgets required to
embed control resilience across their firms. In an industry
where cost cutting has become a core ingredient of
corporate strategy, executives are allocating more budget
and larger resource pools to risk and control programmes.
Gone are the days of retrospective risk reporting, when
dashboards showed what had gone wrong after it had gone
wrong. Nowadays, banks are driving more and more controls
upstream so that control challenges can be monitored
intraday and potential failures can be prevented before they
happen. There has been a very clear shift from ‘reactive’ to
‘pre-emptive’.

a market practice which had until then been considered

From our experience of supporting clients in the

to be an important driver of liquidity in the market. More

industrialisation of their their control platforms and

recently, well known industry regulation such as Dodd-

establishment of intraday monitoring of controls, we have

Frank and EMIR, will extend the standardisation and controls

observed a number of shifts in the way financial services

underpinning the regulation of exchange traded products to

organisations think about risk and control across the

asset classes, which until recently, had benefited from a more

organisation. We summarise these as follows:

relaxed regulatory oversight. These examples evidence clear

1. THE ‘3 LINES OF DEFENCE’ MODEL REALLY HAS
3 LINES

shifts in the risk attitude of both domestic and international
regulators.

Until 2007-2008, financial services
firms typically had very mature 2nd
and 3rd lines of defence. Operational
Risk (2nd line) was entrenched across
the entire organisation and delivered
consolidated risk reporting upwards.
Internal Audit (3rd line) worked its
way through the firm on annual or
bi-annual cycles. The boundaries
between external audit and internal
audit were blurred as the external
audit firms (usually) placed a heavy
overreliance on the output of their
internal counterparts.
As the big banks began to fail,
CROs began to realise that, control
execution (1st line) was either thin
or non-existent and that there was
little or no pro-active monitoring of
process driven controls across the
Figure 3 - The impact of tightening regulatory scrutiny in financial services
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underlying business units. This understanding manifested
itself quickly in the mobilisation of significant control
programmes, which deployed the granular controls necessary
to demonstrate compliance with the organisation’s risk
policies. Much clearer boundaries between the first and
second lines of defence were established. The Level 1
control tasks which were being performed by the second
line of defence, were re-aligned back to their proper place.
If something is going to go wrong, experience shows that it
usually goes wrong at either the start or end of a process,

3. EVIDENCING OF CONTROLS
Whereas previously, internal executive committees and
regulatory bodies were more or less satisfied with the
‘independent’ risk reports, dashboards and Risk Control
Self Assessments (RCSAs) generated by the second
line of defence, the new regulatory regime drove out a
much greater requirement to be able to substantiate the
underlying controls which formed the basis of risk reporting.
An aggregated RAG status on a dashboard was no longer
sufficient as regulators drove the requirement to be able to
capture and retain the control data which fed it.
Controls had to be evidenced and the burden of
proof shifted to the firms themselves to do this.

4. RISK AND CONTROL ARE NOT THE
SAME THINGS
However obvious this may seem, many financial
organisations used these terms interchangeably
- as a generic definition when referring to the
risk management function within the firm. But
they are not the same.
Risks are the tangible threats to the continuing
sustainability of the firm and emerge from
both internal and external challenges. Under
but rarely in the middle. If it goes wrong at the start, there is

the 3 lines of defence model, risk oversight is managed

more time to fix it, and therefore, it makes complete sense to

predominately by the Operational Risk function which

concrete as many controls as far upstream as possible.

sits within the 2nd line. This department is responsible for

Figure 4: - The re-alignment of controls further upstream

identifying and qualifying the risks which the organisation

In a number of large banks, the true concept of a ‘3 lines of
defence’ model was established for the first time.

2. OWNERSHIP OF CONTROLS
Although risk policies and governance documents had

faces and for establishing the policies, governance and
standards that are necessary to ensure that these are fully
understood (and complied with) across the firm. It is usual for
the remit of an Operational Risk function to extend across the
entire firm.

always identified the business units as the primary owners

Controls are the response by the business units to mitigate

of controls, this level of understanding was never fully

the risks which have been identified by Operational Risk.

embedded in the hearts and minds of the managers and staff

Controls should, in the first instance, be developed by the

who were responsible for managing them. Risk and Control

line functions who are responsible for executing them. They

was seen as the domain of the Operational Risk department

should also be properly linked to the underlying processes

and a few C-level executives who were handsomely

they are designed to control as well as the risks they are

remunerated to worry about it. This shift in mind-set was

designed to mitigate. Usually, the granularity of business

probably one of the most significant steps forward in a firm’s

processes necessitates the grouping of controls into ‘key

understanding of how to effectively manage control at the

controls’ which assess control status by theme. Firms who

‘grass roots’ level.

understand these concepts properly will establish a ‘Risk -

CONTROL BECAME EVERYONE’S

Control Hierarchy’. This is a very simple model that provides
the taxonomy needed to link processes to controls and

RESPONSIBILITY AND NOT JUST THE

controls to risks. The controls which the business units embed

PRESERVE OF THE SELECTED FEW.

within their processes will be granular and large in number.
Firms will often weight them according to the materiality
of the risks they mitigate. In a typical financial services
organisation, thousands of underlying (or Level 1) controls
will mitigate a much smaller number of key risks. The model is
illustrated in the diagram below.
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Figure 5 - The ‘Risk - Control Hierarchy’

5. BOUNDARIES ARE IMPORTANT

the granular control points needed to pro-actively manage
underlying processes. And these functions became trusted
partners to the business - to the point that Level 1 control

Unquestionably, one of the contributors to the global financial

teams adopted the same reporting lines as the business units

meltdown in 2007-08 was the blurring of the boundaries

they supported and this further strengthened the segregation

between the 3 lines of defence - particularly between the 1st

of roles and responsibilities between 1st and 2nd line.

and 2nd line. Because the 1st line was usually immature (and
in some cases absent altogether), the 2nd line absorbed a

A CLEAR DISTINCTION BETWEEN EXECUTION

number of control functions which should have fallen within

AND INDEPENDENT OVERSIGHT WAS

the domain of the 1st line. Aside from the additional workload

ESTABLISHED.

this placed on an already stretched function, this situation
actually extenuated the overall risk that the 2nd line function

As important as it is to ensure that boundaries were

was set up to manage, by merging execution of control with

established and duties were segregated, it was equally

the oversight of it.

important to ensure that effective co-operation and
communication flows exist across the 3 lines of defence. The

In short, the 2nd line function was marking its own homework.

model cannot work without cohesion and fluidity between

At the time of the banking crisis, regulators jumped on

the participants.

this heavily and banks rapidly started to define proper

In summary, Level 1 control was about the capture, execution

demarcation of roles and responsibilities between the 1st and

and evidencing of controls at the most granular level and

2nd lines of defence. In some organisations, fully fledged 1st

within the underlying business units. Level 2 provided

line functions were established for the first time, as executive

impartial testing of the appropriateness of the first line

committees realised that risk and control could not be

control function, by independently checking that the Level

managed via a single structure, with a common reporting

1 controls were relevant, correctly calibrated and ‘fit for

line. Level 1 control functions were established to build out

purpose’.

experience. the difference
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6. PRACTICE AND NOT SCIENCE
The regulatory regime in force in the late 1990s was heavily
criticised for allowing banks to unfold hugely complex risk
management structures which were focused on models,
frameworks and policies. This was to the detriment of

Effective monitoring of Level 1 controls requires the capture
of only a few components of data; aspects such as the
description of the control, the (binary) criteria by which it
passes or fails, the control owner and it’s due date, time and
frequency.

simple, practical control tools which could be understood

It is doubtful that there is any CRO of a financial services

by the individuals responsible for executing them. In some

organisation, who does not clearly understand the relevance

ways, these unwieldy and hugely complex risk management

of building a control capability which is simple and

structures, which had evolved in the years prior to the

intrinsically understood by the individuals responsible for

crisis, were not dissimilar to the construction of the Titanic

executing it. And it is for this reason that many of them are

- branded as the world’s first ‘unsinkable ship’. Even

working hard to actually do this.

before the first rivet was welded, many months of rigorous

7. CONTROL FOCUS HAS MOVED FROM RE-ACTIVE
TO PRO-ACTIVE

technical planning went into designing a hull structure that
was so advanced that the ship would never sink. Yet, the
obvious and simple considerations such as ensuring that the

Previously, the implementation of new controls or the re-

internal panels were sufficiently strong and high enough to

calibration of existing ones was driven by remediation efforts

withstand the pressure of thousands of tonnes of water, were

after the event. The stable door was locked only after the

overlooked. And that caused this ‘unsinkable ship’ to sink

horse had bolted. Nowadays, it is increasingly the case that

on its maiden voyage. Effective risk management structures

remediation exercises are driven on a pre-emptive basis by

should, in turn, embed these simple, basic principles.

anticipating control failures that could arise - before they
actually do arise.

CONCLUSION
If there is one core theme that is dominating the

majority of them have been in respect of incidents

financial services industry, it is the urgency around

which were identified after the event and where

building resilient control from 1st line onwards.

the linkage across the 3 lines of defence has been

Effective risk management is no longer seen as the

ineffective.

responsibility of 2nd line, but rather a responsibility

Technology, whilst an important enabler to a robust ‘3

that is shared across the entire organisation.

lines of defence’ model, is exactly that - an enabler and

Increasingly, risk and control are becoming embedded

not the sole solution. The firms who have advanced

in the objectives of individuals across the entire

the furthest in terms of embedding highly effective

organisation rather than just those with senior level

risk management across all 3 lines of defence, have

risk oversight responsibility. The focus of the risk

recognised that there is merit in ‘de-coupling’ Level

oversight function continues to move further upstream

1 control technology solutions form the enterprise

and it is increasingly recognised that the business units

wide Operational Risk Management platforms, which

own and are responsible for their own controls.

are mandated by Boards as part of the strategic risk

Whereas, in the past, budgets for risk and control

platform.

enhancement were approved only after lengthy

Never before, has there been a more important time

internal deliberations and challenge, nowadays

to worry about control. There is a lot to think about

budget requests in this domain are approved almost

and there is a lot to get right. But if you do get it right,

mandatorily. Boards and Executive committees have

the results should far outweigh the costs and efforts

long since recognised that pre-emptive spend is

of getting there. In the end, the cost of investment is

financially and reputationally more beneficial than

disproportionate to the cost of failure.

retrospective correction of the failures. Looking at
the financial penalties that have been imposed by the
domestic regulator in recent times, the overwhelming
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